
عنوان مقاله
A Blockchain-Based Approach
towards Overcoming Fraud in
Issuing Letter of Credit

نویسندگان
Hadi Sepanloo

Vahid Esmaeili

Maosud Narenji



Figure 1- Graphical illustration of issuing LoC (Tennenbaum, 2016) Figure 2- A Letter of Credit transaction 

Letter of Credit (LoC)
• are written commitments to pay to beneficiaries on the satisfactions of

certain conditions (time, place, mode of shipment, and delivery).

• They are considered as common payment methods for participants in
different countries under various laws engaging in the international
trades in the globally interconnected financial markets



Challenges in flow

• The flow of documents regarding LoCs
• is an inconsistent or undocumented process,

• has unnecessary manual work,

• has limited ineffective automation of workflows and business policies,

• has poor visibility of the end-to-end process



Challenges in contract

• The obligation of the issuing bank and confirming bank to pay is
separate, and independent, from the beneficiary’s obligations in its
underlying contract with the seller.

• A dispute over the sale of the goods does not impinge on the
effectiveness of the LoC and there are usually payment disagreements
due to contractual ambiguities.

• Actually, according to Industry estimates, four out of five LoC
documents contain inaccuracies, errors, and discrepancies.

• The payment are delayed mostly because of data errors in the
Contract.



Challenges in contract

• 70% of LC documents are rejected on their first presentation
(iccwbo.org).

• LoC modifications increase costs and overhead and the average time
for issuing LoCs is seven to ten days (letterofcredit.biz).

• Consequently, LoCs in general have not been coupled with an
infrastructure enabling the guarantee of the contractual terms
between trade participants.

• As a result of this lack of systematic information exchange, several
banks have fallen victim to criminal actors submitting fraudulent LoC
applications.



Problem statement

• The loophole in the LoC approval process: transparency problem,
enabled by the sole reliance on local and stand-alone registry
systems.

• The system provides neither the transactional nor geographical proof
required to make an informed decision on the applicant’s entitlement
to trade credits.

• There is no central information system dedicated to managing the
flow of information between involved parties in order to reliably
check an applicant’s pledge to the LoC.



Problem statement

• We assume transparency problem presents a viable use case for a
blockchain database.

• The absence of an alternative system to track the cross-border credit
flow increases the feasibility of a blockchain-based solution.

• Its technologically open qualities and general pervasiveness make
blockchain technology well-suited as a comprehensive solution to
transparency as well as building and integrating a traditional database
system.



Problem statement

• In general, this study investigates whether and how a blockchain-
based system could improve the exchange of information in the
banking sector for the purpose of eliminating fraud.

• We follow a design science approach aimed at developing and
evaluating a prototype for a blockchain-based solution that allows the
LoC flow to be traced.

• The prototype is designed to assist in verifying the current practical
approval deficiencies by also facilitating the informational exchange
between banks and authorities.



Benefits of blockchain in this case

• Due to its immutable log of historical transactions, a private
permissioned blockchain system as a distributed ledger technology
could offer a viable solution for auditing purposes.

• Properly coded transactions on blockchain platforms have been
shown to be potentially transparent.

• Since smart contract execution reduces the required amount of
external intervention (e.g., manually triggering token transfers along
the credit dissemination process), blockchain could minimize
expenses.



Blockchain for streamlining trade finance and 
LoC issuance
• Trade finance is the process, by which importers and exporters

mitigate trade risk through the use of financial institutions that serve
as trusted intermediaries that provide assurance to sellers (in the
event the buyer doesn’t pay) and contract certainty to buyers (in the
event that goods are not received).

• Conventional banking system ‘correspondent banking’; a financial
institution conducts business transactions, accepts deposits and
gathers documents on behalf of another financial institution.

• About 80% of trade is supported by some sort of finance, with letters
of credit facilitating 47% of global trade finance. This percentage adds
up to $2.8 trillion per year worldwide .



Blockchain for streamlining trade finance and 
LoC issuance
• Blockchain could eliminate inefficiencies that limit the value of the

LoCs.

• This is where smart contract comes in to play as it “codifies the terms
and conditions of trade by abstracting and expressing conditional
clauses as separate, independent or interdependent functions that
provide pass/fail outputs based on the [exporter/seller’s] input
information”,



Blockchain for streamlining trade finance and 
LoC issuance

• By using a distributed ledger as the
underlying system of record, all
participants can achieve significant
business process improvements.

• All transactions are authorized,
documents are sent and every
action is visible through the
blockchain technology. Participants
retrieve documents and update
information on the ledger, and react
to events when others submit
documents. Figure 3- A Letter of Credit transaction by using blockchain 

technology



Fraud prevention using Blockchain in issuing 
letter of credits
• In order to conduct and track payments on the blockchain, tokens can

be used to represent the value originally transferred from the buyer
to the seller.

• Thus, the system tokens would receive official value backing
comparable to traditional binding forms.



Fraud prevention using Blockchain in issuing 
letter of credits
• The design solution that this paper seeks is a smart contract that

maps payments due to automated execution of smart contract
algorithms.

• Blockchain is often credited with the ability to decentralize control
through its consensus mechanism between the participating nodes in
the system.

• while a smart contract is decentralized and autonomous, the
integration into existing payment processes guarantees value only if
trust exists among the involved institutions.



The Design Process -issuing LoC as a ”wicked 
problem”
• (1) it may only be possible to find a solution to the problem that is ”good

enough”, rather than solving it completely;

• (2) the solution to the problem will be good-or-bad rather than true-or-
false;

• (3) testing the solution is complicated and depends on several contributing
actors;

• (4) the possibility to learn by trial-and-error is limited as every attempt at
testing the solution is complicated and resource intensive; and

• (5) the problem does not have an exhaustively describable set of potential
solutions or a set of well-described permissible operations.



Figure 4- The Design Science Research

Process (Peffers et al., 2007)



The Design Decisions

• The smart contracts enables us to implement a strongly automated token
distributing system correspondent with the structure of the payments.

• Thereby, the system facilitates tracing the flow of value (tokens) and the
exchange of supplementary documents.

• we decided to focus on employing a functional payment representation on
the blockchain that could subsequently be expanded to more elements and
actors.

• For an ultimately comprehensive system, the foreign authorities would also
be included on the blockchain as actors enabling them to confirm the LoC
applicant and to access information regarding the applicant’s trade income
for tax purposes.



Figure 5- The tokenized LoC issuance system



Conclusion

• While the investigated use case is limited to credit and contractual
fraud, we assume that an adapted solution of our designed system
could also be useful for avoiding fraud in other intermediary banking
systems

• The designed system facilitates real-time fraud detection, whereby
irregularities in transactions are captured on the corresponding
transactions in the chain. It can simplify and improve efficiencies in
the trade process and digitizes the workflow process across the
transacting entities and increases transparency, and can reduce the
effort required throughout the letter of credit lifecycle.


